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In order to learn a little bit about the cyber security laws we must know what the tools of terror are. 

TOOLS OF TERROR

Cyber terrorists use various tools and methods to unleash their terrorism. Some of the major tools and methodologies are discussed below:

Hacking

“Hacking” is a generic term for all forms of unauthorised access to a computer or a computer network. Hacking is facilitated by many technologies, the major ones being packet sniffing, tempest attack, password cracking etc.

When information is sent over computer networks, it gets converted into hex and broken into lots of packets. Each packet is identified by a header, which contains the source, destination, size of packet, total number of packets, serial number of that packet, etc. If a hacker wants to see this information, he uses Packet Sniffing technology that reconverts the data from hex to the original. This technology is like putting the equivalent of a phone tap on a computer. Sniffing can be committed when a packet leaves the source or just before it reaches the destination. For this, the hacker would need to know only the IP Address (the unique number that identifies each computer on a network). A packet sniffer can log all the files coming from a computer. It can also be programmed to give only a certain type of information – e.g. only passwords.

TEMPEST (Transient Electromagnetic Pulse Emanation Standard) technology allows someone not in the vicinity to capture the electromagnetic emissions from a computer and thus view whatever is on the monitor. A properly equipped car can park near the target area and pick up everything shown on the screen. There are some fonts that remove the high-frequency emissions, and thus severely reduce the ability to view the text on the screen from a remote location. This attack can be avoided by shielding computer equipment and cabling.

A password is a type of secret authentication word or phrase used to gain access. Passwords have been used since Roman times. Internal to the computer, passwords have to be checked constantly. So, all computers try to "cache" passwords in memory so that each time a password is needed the user does not need to be asked. If someone hacks into the memory of a computer, he can sift the memory or page files for passwords. Password crackers are utilities that try to ‘guess’ passwords. One way, the dictionary attack, involves trying out all the words contained in a predefined dictionary of words. Ready-made dictionaries of millions of commonly used passwords can be freely downloaded from the Internet. Another form of password cracking attack is ‘brute force’ attack. In this attack, all possible combinations of letters, numbers and symbols are tried out one by one till the password is found out.

Trojans

A Trojan horse program pretends to do one thing while actually doing something completely different. Trojans are of various types, the important ones being:

i. Remote Administration Trojans. They let a hacker access the victim's hard disk, and also perform many functions on his computer (copy files, shut down his computer, open and close his CD-ROM tray etc.).

ii. Password Trojans. Password Trojans search the victim’s computer for passwords and then send them to the attacker or the author of the Trojan. There are Trojans for every kind of password. These Trojans usually send the information back to the attacker via email.

iii. Privileges-Elevating Trojans. These Trojans are usually used to fool system administrators (the system administrator is considered to be the king of the network as he has the maximum privileges on the network). They can either be bound into a common system utility or pretend to be something harmless and even quite useful and appealing. Once the administrator runs it, the Trojan will give the attacker more privileges on the system.

iv. Key loggers. These Trojans log all of the victim’s keystrokes on the keyboard (including passwords), and then either save them on a file or email them to the attacker once in a while. Key loggers usually don't take much disk space and can masquerade as important utilities, thus making them very hard to detect.

v. Destructive Trojans. These Trojans can destroy the victim’s entire hard drive, encrypt or just scramble important files. Some might seem like joke programs, while they are actually destroying every file they encounter.

Computer Viruses

A computer virus is a computer program that can infect other computer programs by modifying them in such a way as to include a copy of it. Viruses are very dangerous; they are spreading faster than they are being stopped, and even the least harmful of viruses could be fatal. For example, a virus that stops a hospital life support computer could be fatal. Over the years thousands of viruses have ravaged the information of computer users, the most infamous ones being Melissa , ExploreZip , Chernobyl , I Love You virus , Pakistani Brain , Stoned-Marijuana , Cascade  and Michelangelo.

Computer Worms

A computer worm is a self-contained program (or set of programs) that is able to spread

functional copies of itself or its segments to other computer systems (usually via network

connections). Unlike viruses, worms do not need to attach themselves to a host program.

There are two types of worms – host computer worms  and network worms .

Host computer worms are entirely contained in the computer they are on and use network connections only to copy themselves to other computers. The original terminates itself after launching a copy on another host (so there is only one copy running somewhere on the network at a given moment). They are also called "rabbits".

Network worms consist of multiple parts (called "segments"), each running on different machines (and possibly performing different actions), using the network for several communication purposes. Network worms that have one main segment, which coordinates the work of the other segments are sometimes called "octopuses".

Cryptography

A disturbing trend that is emerging nowadays is the increasing use of encryption, high frequency encrypted voice/data links, steganography etc. by terrorists and members of organized crime cartels.

Laws:

One of the shortcuts that security researchers use in discovering vulnerabilities is a mental list of observable behaviors that tells them something about the security of the system they are examining. If they can observe a particular behavior, it is a good indication that the system has a trait that they would consider to be insecure, even before they have a chance to perform detailed tests.

Experts call this list the Laws of Security. These laws are guidelines that one can use to keep an eye out for security problems while reviewing or designing a system. The system in this case might be a single software program, or it could be an entire network of computers, including firewalls, filtering gateways, and virus scanners. Whether defending or attacking such a system, it is important to understand where the weak points are.

The laws of security in our list include:

·  Client-side security doesn’t work.

·  We cannot securely exchange encryption keys without a shared piece of

 Information.

·  Malicious code cannot be 100 percent protected against.

·  Any malicious code can be completely morphed to bypass signature detection.

·  Firewalls cannot protect we 100 percent from attack.

·  Any intrusion detection system (IDS) can be evaded.

·  Secret cryptographic algorithms are not secure.

·  If a key isn’t required, we do not have encryption—we have encoding.

·  Passwords cannot be securely stored on the client unless there is another password to protect them.

·  In order for a system to begin to be considered secure, it must undergo an independent security audit.

·  Security through obscurity does not work.

Scott Culp, Microsoft’s Security Response Center Manager, produced a top-ten list of laws from the point of view of his job and his customers. He calls these “The Ten Immutable Laws of Security.”

They are:

 Law #1: If a bad guy can persuade we to run his program on our computer, it’s not our computer anymore.
Law #2: If a bad guy can alter the operating system on our computer, it’s not our computer anymore.
Law #3: If a bad guy has unrestricted physical access to our computer, it’s not our computer anymore.
Law #4: If we allow a bad guy to upload programs to our Web site, it’s not our Web site any more.
Law #5:Weak passwords trump strong security. 
Law #6: A machine is only as secure as the administrator is trustworthy.
Law #7: Encrypted data is only as secure as the decryption key.
Law #8: An out-of-date virus scanner is only marginally better than no virus scanner at all.
Law #9: Absolute anonymity isn’t practical, in real life or on the Web.
Law #10: Technology is not a panacea.

Client-Side Security Doesn’t Work

In the first of these laws, we need to define a couple of concepts in regard to security. What, exactly, means by “client-side?” If we were in a network (client-server) environment, we would define the client as the machine initiating a request for service and connection, and the server as the machine waiting for the request for service or connection or the machine able to provide the service. Client-side security is some sort of security mechanism that is being enforced solely on the client. This may be the case even when a server is involved, as in a traditional client-server arrangement. Alternately, it may be a piece of software running on our computer that tries to prevent us from doing something in particular. The basic problem with client-side security is that the person sitting physically in front of the client has absolute control over it. If a bad guy has unrestricted physical access to our computer, it’s not your computer anymore.

We Cannot Securely Exchange Encryption Keys without a Shared Piece of Information

Although this law may seem obvious if one has worked with encryption, it presents a unique challenge in the protection of our identities, data, and information exchange procedures. There is a basic problem with trying to set up encrypted communications: exchanging session keys securely. These keys are exchanged between the client and server machines prior to the exchange of data, and are essential to the process. Let’s look at setting up an encrypted connection across the Internet. Our computer is running the any new software product, and so is the computer we’re supposed to connect to. We have the IP address of the other computer. We type it in and hit Connect. The software informs us that it has connected, exchanged keys, and now we’re communicating securely using 1024- bit encryption. Should we trust it? Unless there has been some significant crypto infrastructure set up behind it, we shouldn’t. It’s not impossible, and not necessarily even difficult, to hijack IP connections.
Malicious Code Cannot Be100 Percent Protected against

Recently, we’ve seen a number of programs that were quickly modified and redeployed on the Internet and have resulted in widespread disruption of service and loss of data. It is because we can’t protect 100 percent against malicious code when it changes as rapidly as it does now. Let us analyse this with anti-virus protection process as an example. If, like most people, we run a Windows-based operating system, we run anti-virus software. Perhaps we’re even diligent about keeping our virus definitions up to date. Are we completely protected against viruses? Of course not.

 Let’s examine what viruses and Trojans are, and how they find their way onto our computer. Viruses and Trojans are simply programs, each of which has a particular characteristic. Viruses replicate and require other programs to attach themselves to.  Trojans pretend to have a different function than the one they actually have. Basically, they are programs that the programmer designed to do something we generally would not want to have happen if we were aware of their function. These programs usually get onto our computer through some sort of trickery. They pretend to be something else, they’re attached to a program one wanted, or they arrive on media one inserted without knowing it was infected. They can also be placed by a remote attacker who has already compromised our security. 

How does anti-virus software work? 

Before program execution can take place, the anti-virus software will scan the program or media for “bad things,” which usually consist of viruses, Trojans, and even a few potential hacker tools. Keep in mind, though, that our anti-virus software vendor is the sole determiner of what to check for, unless we take the time to develop our own signature files. Signature files are the meat of most anti-virus programs. They usually consist of pieces of code or binary data that are (we hope) unique to a particular virus or Trojan. Therefore, if we get a virus that does not appear in the database, our anti-virus software cannot help us. In order to produce a signature file, an antivirus vendor has to get a copy of the virus or Trojan, analyze it, produce a signature,

Update the signature file (and sometimes the anti-virus program too) and publish the update. Finally, the end user has to retrieve and apply the update. As we might imagine, there can be some significant delays in getting new virus information to end users, and until they get it they are vulnerable. We cannot blindly run any program or download any attachment simply because we run anti-virus software. Now, since so many computers connect to the Internet, that connectivity has become a very attractive carrier for viruses. They spread via Web pages, e-mail and downloads. Chances are much greater now that we will see a new virus before our anti-virus software vendor does. And we must not forget that a custom virus or Trojan may be written specifically to target us at any time. Under those circumstances, our anti-virus software will never save us

.

Any Malicious Code Can Be Completely Morphed to Bypass Signature Detection

This law is fairly new to our discussions of security, and it has become much more prevalent over the last few years. It is a new truth, since the attackers now have the ability to change the existing virus/Trojan/remote control application nearly as soon as it is released. This leads to the discussion of the new problem—variants. If we continue the discussion with the anti-virus example, we’ll find that if there is even a slight change in the virus code, there’s a chance that the anti-virus software won’t be able to spot it any longer. These problems used to be much less troublesome. By the time it made its way around to us, our anti-virus vendor had a copy to play with, and we’d updated our files. This is no longer the case. The most recent set of viruses propagate much, much more quickly. Many of them use e-mail to ship themselves between users. we can modify the original code to create a new code signature, compress the file, encrypt the file, protect it with a password, or otherwise modify it to help escape detection. This allows us to move past the virus scanners, firewalls, and IDS systems, because it is a new signature that is not yet recognized as a threat.

Firewalls Cannot Protect us 100 Percent from Attack

Firewalls can protect a network from certain types of attacks, and they provide some useful logging. However, much like anti-virus software, firewalls will never provide 100 percent protection. In fact, they often provide much less than that. First of all, even if a firewall were 100 percent effective at stopping all attacks that tried to pass through it, one has to realize that not all avenues of attack go through the firewall. Malicious employees, physical security, modems, and infected floppies are all still threats, just to name a few. Firewalls are devices and/or software designed to selectively separate two or more networks. They are designed to permit some types of traffic while denying others. What they permit or deny is usually under the control of the person who manages the firewall. What is permitted or denied should reflect a written security policy that exists somewhere within the organization. As long as something is allowed through, there is potential for attack. For example, most firewalls permit some sort of Web access, either from the inside out or to Web servers being protected by the firewall. The simplest of these is port filtering, which can be done by a router with access lists. A simple and basic filter for Internet Control Message Protocol (ICMP) traffic blocking it at the outside interface will stop responses from our system to another when an outsider pings our interface. If we want to see this condition, ping or use tracert on www.microsoft.com. We’ll time out on the connection. Is Microsoft down? No—they just block ICMP traffic, among other things, in their defense setup. There are a few levels of protection a firewall can give for Web access. Simply configure the router to allow inside hosts to reach any machine on the Internet at TCP port 80, and any machine on the Internet to send replies from port 80 to any inside machine. A more careful firewall may actually understand the Hypertext Transfer Protocol (HTTP), perhaps only allowing legal HTTP commands. It may be able to compare the site being visited against a list of not allowed sites. It might be able to hand over any files being downloaded to a virus-scanning program to check.

Let’s look at the most paranoid example of an HTTP firewall. We’ll be the firewall administrator. 

Social Engineering
One of the first and most obvious ways to traverse a firewall is trickery. E-mail has become a very popular mechanism for attempting to trick people into doing stupid things; the “Melissa” and “I Love You” viruses are prime examples. Other examples may include programs designed to exhibit malicious behavior when they are run (Trojans) or legitimate programs that have been “infected” or wrapped in some way (Trojans/viruses). 

Attacking Exposed Servers
Another way to get past firewalls is to attack exposed servers. Many firewalls include a demilitarized zone (DMZ) where various Web servers, mail servers and so on are placed Currently in most cases, Web servers and the like are on a third interface of the firewall that protects them from the outside, allowing the inside not to trust them either and not to let them in. The problem for firewall admin is that firewalls aren’t all that intelligent. They can do filtering, they can require authentication, and they can do logging, but they can’t really tell a good allowed request from a bad allowed request. For example, there is hardly any  firewall that can tell a legitimate request for a Web page from an attack on a Common Gateway Interface (CGI) script. Sure, some firewalls can be programmed to look for certain CGI scripts being attempted (phf, for example), but if we’ve got a CGI script we want people to use, the firewall isn’t going to able to tell those people apart from the attacker who has found a hole in it. Much of the same goes for Simple Mail Transfer Protocol (SMTP), File Transfer Protocol (FTP), and many other commonly offered services. They are all attackable

Attacking the Firewall Directly
We may find in a few cases that the firewall itself can be compromised. This may be true for both homegrown firewalls (which require a certain amount of expertise on the part of the firewall admin) and commercial firewalls (which can sometimes give a false sense of security, as they need a certain amount of expertise too, but some people assume that’s not the case). The method used to attack a firewall is highly dependent on the exact type of the firewall. Probably the best sources of information on firewall vulnerabilities are the various security mailing lists. A particularly malicious attacker would do as much research about a firewall to be attacked as possible, and then lie in wait for some vulnerability to be posted.

Client-Side Holes
One of the best ways to get past firewalls is client-side holes. Aside from Web browser vulnerabilities, other programs with likely holes include AOL Instant Messenger, MSN Chat, ICQ, IRC clients, and even Telnet and ftp clients. Exploiting these holes can require some research, patience, and a little luck.

Any IDS Can Be Evaded

IDS stand for intrusion detection system. At the time of this writing, there are hundreds of vendors providing combined hardware and software products for intrusion detection, either in combination with firewall and virus protection products or as freestanding systems. IDSs have a job that is slightly different from that of firewalls. Firewalls are designed to stop bad traffic. IDSs are designed to spot bad traffic, but not necessarily to stop it (though a number of IDSs will cooperate with a firewall to stop the traffic, too). These IDSs can spot suspicious traffic through a number of mechanisms. One is to match it against known bad patterns, much like the signature database of an antivirus program. Because they are constantly monitoring the network, IDSs help to detect attacks and abnormal conditions both internally and externally in the network, and provide another level of security from inside attack. As with firewalls and client-side security methods, IDSs can be evaded and worked around. One of the reasons that this is true is because we still have users working hands-on on machines within our network, and as we saw with client side security, this makes the system vulnerable. Another cause in the case of firewalls and IDS systems is that although they are relatively tight when first installed, the maintenance and care of the systems deteriorates with time, and vigilance declines. This leads to many misconfigured and improperly maintained systems, which allows the evasion to occur.

Secret Cryptographic Algorithms Are Not Secure

This particular “law” is not, strictly speaking, a law. It’s theoretically possible that a privately, secretly developed cryptographic algorithm could be secure. It turns out, however, that it just doesn’t happen that way. It takes lots of public review and lots of really good cryptographers trying to break an algorithm (and failing) before it can begin o be considered secure. Why do almost all new algorithms fail? One answer is that good crypto is hard. Another is the lack of adequate review. Very few cryptographers are able to produce algorithms of this quality. They are also the ones who usually are able to break the good algorithms but even the world’s best cryptographers produce breakable crypto from time to time.

.
If a Key Is Not Required, We Do Not Have Encryption—We Have Encoding

This one is universal—no exceptions. Just be certain that we know whether or not there is a key and how well it’s managed. Encrypted data is only as secure as the decryption key.” .The key in encryption is used to provide variance when everyone is using the same small set of algorithms. Creating good crypto algorithms is hard, which is why only a handful of them are used for many different things. There is conceptual difference between what encoding and encrypting are. Encoding uses no key, and if the parties involved want their encoded communications to be secret, then their encoding scheme must be secret. Encrypting uses a key (or keys) of some sort that both parties must know. The algorithm can be known, but if an attacker doesn’t have the keys, that shouldn’t help. Of course, the problem is that encoding schemes can rarely be kept secret. Everyone will get a copy of the algorithm. If there were no key, everyone who had a copy of the program would be able to decrypt anything encrypted with it. That wouldn’t bode well for mass-market crypto products. A key enables the known good algorithms to be used in many places.

Passwords Cannot Be Securely Stored on the Client Unless There Is Another Password to Protect Them

This statement about passwords specifically refers to programs that store some form of the password on the client machine in a client-server relationship. Remember that the client is always under the complete control of the person sitting in front of it. Therefore, there is generally no such thing as secure storage on client machines. Every time an application asks us for a password, we should think to ourselves, “How is it stored?” Some programs don’t store the password after it’s been used because they don’t need it any longer—at least not until next time. For example, many Telnet and ftp clients don’t remember passwords at all; they just pass them straight to the server. Other programs will offer to “remember” passwords for us. They may give us an icon to click on and not have to type the password. How securely do these programs store our password? It turns out that in most cases, they can’t store our password securely Microsoft has designed the storage of this password around the Windows login. If we have such a saved password, try clicking Cancel instead of typing our login password the next time we boot Windows. We’ll find that our saved dial-up password isn’t available, because Windows uses the login password to unlock the dial-up password. All of this is stored in a  pwl file in our Windows directory. Occasionally, for a variety of reasons, a software application will want to store some amount of information on a client machine. For Web browsers, this includes cookies and, sometimes, passwords. (The latest versions of Internet Explorer will offer to remember our names and passwords.). For programs intended to access servers with an authentication component, such as Telnet clients and mail readers, this is often a password. Obviously, this feature isn’t really a good idea. 
In Order for a System to Begin to Be Considered Secure, It Must Undergo an Independent Security Audit

Writers know that they can’t proofread their own work. Programmers ought to know that they can’t bug-test their own programs. Most software companies realize this, and they employ software testers. These software testers look for bugs in the programs that keep them from performing their stated functions. This is called functional testing. Functionality testing is done to ensure that a large percentage of the users will be able to use the product without complaining. Defending against the average user accidentally stumbling across a problem is much easier than trying to keep a knowledgeable hacker from breaking a program any way he can. Even without fully discussing what a security audit is, it should be becoming obvious why it’s needed. A security audit is only one step in the process of producing secure systems. We only have to read the archives of any  vulnerability reporting list to realize that software packages are full of holes. Not only that, but we see the same mistakes made over and over again by various software vendors. Clearly, those represent a category in which not even the most minimal amount of auditing was done.

Security through Obscurity Does Not Work

Basically, “security through obscurity” (known as STO) is the idea that something is secure simply because it isn’t obvious, advertised, or interesting. A good example is a new Web server. Suppose we’re in the process of making a new Web server available to  he Internet. We may think that because we haven’t registered a Domain Name System (DNS) name yet, and because no links exist to the Web server, we can put off securing the machine until we’re ready to go live. The problem is, port scans have become a permanent fixture on the Internet. Depending on our luck, it will probably be only a matter of days or even hours before our Web server is discovered. The vast majority of systems and software packages are insecure out of the box. In other words, if we attach a

system to th e Internet, we can be broken into relatively easily unless we actively take steps to make it more secure. Most attackers who are port scanning are looking for particular vulnerabilities Worse still, in the last few years a number of worms have become permanent fixtures on the Internet. These worms are constantly scanning for new victims, such as a fresh, unsecured Web server. Even when the worms are in their quietest period, any host on the Internet will get a couple of probes per day.

 Security issues are so vast and problems are so changeable it is virtually impossible for a fixed set of solutions for all these problems. However following fast track solution set may give us some respite.

Cyber Law in India

Although the term “cyber terrorism” is absent from the terminology of the Indian law, section69 of the Information Technology Act is a strong legislative measure to counter the use of encryption by terrorists. This section authorizes the Controller of Certifying Authorities (CCA) to direct any Government agency to intercept any information transmitted through any computer resource. Any person who fails to assist the Government agency in decrypting the information sought to be intercepted is liable for imprisonment up to 7 years.

